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INFINITE CONVERGENCE

How to Set Up Trend Micro Worry-Free for Android

Step 1: Check System Requirements
Before installation, ensure:
1. Your Android device runs Android 7.0 or later.

2. You have enough storage space for the app.

Step 2: Download the App

1. Go to URL: mobileav.sabah.gov.my, using any browser (eg: Chrome).

2. Click “Continue” to be redirected to Google Play store and tap “Install” and
wait for the installation to complete.

() 925 play.googlecom/store + (3

Continue to Google Play Store?

This site wants to open the Google Play

Continue |

store app

Mobile Security for
EO Business

Trend Micro Incorporated

Enterprise
10K+
Downloads Rated for 3+ ©®

See in Play Store app

« Share [¥] Add to wishlist
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3. Again click “Install”. When installation completed, open Mobile Security
Apps.

&<  Google Play Q

EO Mobile Security for
Business

Trend Micro Incorporated Enterprise

10K+

19 MB Rated for 3+ © Downloads

Install

4. Click on “Login with QR Code”

Mobile Security for Business

Scan the QR code
(] L. 9

Allow Mobile Security to take
pictures and record video?

WHILE USING THE APP

ONLY THIS TIME

DON'T ALLOW
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5. Click “Continue”.

< Permissions Needed

Your company needs access to these permissions to

protect your devices

& Device Administrator

B Location

A Read Phone Number

= Battery
A Notification access
[=] Display over other apps

A Notifications

6. Click “Allow”.

< Permissions Needed

F 3

Device Administrator

7
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7. Click “Activate this device admin app”.

&«

Activate device admin
app?

B) Mobile Security

—

1g this admin app will allow the Mobile
Security to perform the following operations

Delete all data
Er

unlock attem,
er of rect

Set storage encryption
app d

Require that stored

Activate this device admin app

Cancel

8. Ensure to tick the checkbox and click “OK” or click “Allow”.

(__.

Activate device admin
app?

& Mobile Security

—

Activating this admin app will allow the Mobile
Security app to perform the following operations

Delete all data
Erase without warning by ¢
nge the screen lock
n loc

Set password rules

Col and the char

Lock the screen

Control how and w

Set storage encryption
app d.

Require that store

ble came
use of all de

Activate this device admin app

Cancel
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9. Permission Needed, click “Allow”.

€« Permissions Needed

Location

2/7

10.Click “WHILE USING THE APP”.

0

Allow Mobile Security to access
this device’s location?

Precise Approximate

WHILE USING THE APP

ONLY THIS TIME

DON'T ALLOW
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11.Click “Allow” to read phone number.

Read Phone Number

317

12.Again, click “ALLOW”, to Allow Mobile Security to make and manage phone
calls.

-

Allow Mobile Security to make
and manage phone calls?

DON'T ALLOW
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13.Click “Allow”

2 Permissions Needed

(=}

14.Click “Allow” or “No Restrictions” to stay connected in the background.

Mobile Security

Battery saver (recommended)

Restrict background apps

Restrict background activity
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15.Click “Allow”

& Permissions Needed

A

Notification access

5/7

able access to systerm

urity

16.Enable “Allow Notification Access”.

Device & app
notifications

&>

—

Mobile Security

Allow notification access
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17.Tick the checkbox or click “Allow”.

Danger

"Read and control notifications” is a highly
sensitive permission. If you grant this
permission, your private information might
be leaked and your property might be at risk.
Here's what apps will be allowed to do:

pa  Readall SMS

Read notifications from instant
messengers

Read all notifications

¥ I'm aware of the possible risks, and assume all
possible consequences voluntarily.

18.Click “Allow”.

=

Display over other apps

6/7
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19. Allow/enable the Draw over other apps.

Display over other apps

Allow display over other apps ®

20.Click “Allow”.
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21.Go to Downloaded Apps/Installed services in Accessibility Menu and look for
Mobile Security and turn it on and click “Allow” or “OK”.

Danger

"Accessibility” is a highly sensitive
permission. If you grant this permission, your
private information might be leaked and your
property might be at risk. Here's what apps
will be allowed to do.

B Read all screen content and control

screen

& Leamn your behaviour and automate
actions

© Unlimited autostart

Cancel

22.Enter your Sabah State Government email. (eg: Your.Name@sabah.gov.my).

Enter your work email

|

continue
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How to Uninstall TrendMicro Worry-Free for Android

1. Locate the Setting on your Android

Go to Setting > Apps = Manage Apps = Mobile Security

;E?.. Mobile Security

2. Select “Uninstall’.

App info

Mobile Securi
k) 'Y,
—d =

Storage
PEIERTEET

Battery

Pause app activity if unused

App permissions

Other permissions

Notifications

X
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3. Click “Deactivate and Uninstall’ and select “OK”.

Device admin app

EO Mobile Security
R~

Thi

ity app

« Delete all data

« Change the screen lock

+ Set password rules
Monitor screen unlock attempts
Lock the screen

« Set screen lock password expiry

- Set storage encryption

« Disable cameras

Deactivate & uninstall

Cancel
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