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Windows 7

1. Click START, select Run

f = Run @1

= Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

Open: | [N -

[ ok J[ concel |[ Browse.

2. The Microsoft Management Console will loaded.

[ Consolel - [Conscle Root] " - - ow . - SE—
Fie Action View Favortes Window Help =)=
e=2|E G
=] Console Root Name fctiom)
There are no items ta show in this view. Sovseiefost -
More Actions »
. .
3. Click file > Add/Remove Snap-in..
- = .
Cansolel - [Console Rog] ’ )
i@ Consolel - [Console Root] . - -e . — - .
File | Action View Favorites Window Help _ &=
& New Ctrl+N
5§ Open.. ChisD e
Save Ctrls5 = " ; — =
oy ere are no ftems to show in this view.
More Actions
Add/Remove Snap-in.. ChrieM
Options..
1 gpeditmsc
2 CAUsers\...\Consolel.msc
3 compmgmt.msc
4 devmgmt.msc
Bt
i
Enables you to add snap-ins to or remove them from the snap-in console.

4. Add on Group Policy Object Editor
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r Y
Add or Remove Snap-ins M

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap4n Vendor  * [l console Root Edit Extensions. ..
g=x Device Manager Microsoft Ci e
=¥ Disk Management Microsoft ar
2] Event Viewer Microsoft Ci
| Folder Microsoft Ci Move Up

S Group Policy Object Editor [ =r G d% = T
; : : Move Down
g IP Security Monitor Microsoft Ci
Add =
ey

.g IP Security Policy Manage. ..

1] Link to Web Address Microsoft Ci
g:" Local Users and Groups Microsoft Ci
2| NAP Client Configuration Microsoft Ci
'\::' Performance Monitor Microsoft Cr
'@J Print Management Microsoft Ci _
= = . o
< |
Description:

This snap-in allows you to edit the local Group Policy Objects stored on a computer.

E OK ] [ Cancel

r hl
Select Group Policy Object T

Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local
computer.

Use the Browse button to select one of the Group Paolicy
Objects.

Group Policy Object:

0 D |
Browse...

[ Allow the focus of the Group Policy Snap+n to be
changed when launching from the command line. This
only applies if you save the consale.

Back [ Fnisn | | Cancel

5. Then press Finish and OK
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Add or Remove Snap-ins

|

Available snap-ins:

Snap-in Vendor =
= | ActiveX Control Microsoft Cor...
Auﬂworizaﬁon Manager Microsoft Cor...
54 Certificates Microsoft Cor... |=
A Component Services  Microsoft Cor...
é‘ Computer Managem... Microsoft Cor...
éDevice Manager Microsoft Cor,., |
=7 Disk Management Microsoft and...
@ Event Viewer Microsaft Cor...

" Folder Microsoft Cor...

Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor...
|| Link to Web Address  Microsoft Cor...  _
-l 1 - o -
Description:

Selected snap-ins:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

[ Consale Root
_=J Local Computer Policy

This snap-n allows you to edit the local Group Policy Objects stored on a computer.

Edit Extensions...

Remaove

Move Up

Move Down

OK ] [ Cancel

6. Console Root > Local Computer Policy >Computer Configuration

2

Consolel - [Console Root]
i

File Action View Favorites Window Help

= H

|| Console Root |

4 .i.f Local Cnrl;lputer Policy
> (% Computer Cenfiguration
&> 4% User Configuration

Name

|=[ Local Computer Policy

Actions
Console Root -
Mare Actions »
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ﬁ Consolel - [Console Root\local Computer Policy\Computer Configuration]

=)

ﬁ File Action View Favorites Window Help

[=]=]=

[ Console Root

;> i Computer Configuration |

Select an item to view its description.  Mame
1+ 4k, User Configuration

[ Software Settings
[ windows Settings
(] Administrative Templates

Extended / Standard /

Fl .__EJ' Local Computer Policy _l

More Actions

7. Click on Administrative Templates Folder > Windows Component Folder

r
[ Consolel - [Console Root\Local CﬂmEuter Pol'ﬁﬁowfr(‘ figuration\Administrative T
E File Action View Favorites Window Help
[~} Console Root |
4 :EJ Local Computer Policy
4 (& Computer Conflguratlon Select an item to view its description,  Setting
B 3 Softnaiehcings [] Centrol Panel
&[] Windows Settings 5] Network
or
& |1 Administrative Templates | i print
i+ 4% User Configuration i
| System
[ Windows Com ponents
(2 A1l Settings
< I 3
Extended /, Standard /

More Actions »
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Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Templates\Windows Components]

File Action View Favorites Window Help
| Console Root | Windows Components Actions
4 =] Local Computer Policy Wi Fene .
# & Computer Configuration Select an itemn to view its description.  Setting = .
i+ [ Software Settings - More Actions >
e ; | ActiveX Installer Service
[ Windows Settings = e
a [ | Administrative Templates ‘J L .o.mpa DRIy
= | AutoPlay Policies
i || Control Panel 2
> [2] Network ‘J B_ECkup_ i
| Printers — Biometrics
o [ System | BitLecker Drive Encryption
b | W'.E‘@"""“‘.?"f”.?.‘?.’??”t" J Credential User Interface
_\_‘ All Settings | Desktop Gadgets
& & User Configuration _| Desktop Window Manager
| Digital Locker
| Event Forwarding
| Event Log Service
1 Event Viewer
| Gamne Explorer
[ HomeGroup
| Intemnet Explorer
4\ '|_' ’ il = T 3
Extended )(Standard;{
8. Go to Bottom and click on Windows Update Folder
.
Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Templates\Windows Components\Windows UpdateL L = Q
File Action View Favorites Window Help
Windows Calendar - . Windows Update Actions
Windows Color System Windows Update .
Windows Customer Experience Improvement Program Select an item to view its description.  Setting e R
Windows Defender - ore Actions

‘Windows Error Reporting
Windows Explorer
Windows Installer
Windows Logon Options
Windows Mail
Windows Media Center
Windows Media Digital Rights Management
Windows Media Player
Windows Messenger
Windows Mobility Center
Windows Reliability Analysis
Windows Remote Management (WinRM)
Windows Remote Shell
Windows SideShow
Windows System Resource Manager
I “ows.U.pdaté:
[ AllSettings

L)

™|
P
=
=
|
P
=
|
™|
P
=
=
|
P
=
|
™|
P
=

i 4% User Configuration

m

Do not display Tnstall
Do not adjust default
Enabling Windows Ug
Configure Automatic
Specify intranet Micre
Automatic Updates d

Allow non-administrz
(2| Turn on Software Mot
Allow Automatic Upd
Turn on recommends
Mo auto-restart with |
Re-prompt for restart
Delay Restart for sche
Reschedule Automati
Enable client-side tar

Allow signed updates

« [ 3

Extended AStandard/

16 setting(s)
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9. After you click Windows Update, on the right side of the MMC will shows the screenlike
below, start configure by double click the “Configure Automatics Updates”.

"B Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Templates\Windows Components\Windows Update] [ = ﬂ1
@ File Action View Favorites Window Help - |[&] =
|7
| Windows Cale « Setting State Comment || Actions
:J: W!ndows Cols play Tnstall Updates and Shut Down' opti Mot configured Windows Update -
H_ W!ndows Cus Do not adjust default option to 'Install Updates and Shut Do... Mot cenfigured Mo More Actions »

. j x::::z; E:: Enabling Windows Update Power Management to automati... Mot configured Mo . .

» [ Windows Expl Configure Automatic Updates Mot configured No Do not display ‘Install Updates ... «
| Windows Inst Specify intranet Microsoft update service location Enabled No More Actions »
| Windows Log Autormatic Updates detection frequency Mot configured No
| Windows Mai Allow non-administrators to receive update notifications Mot configured No
= Windows Mec Turn on Software Notifications Mot configured No
] Windows Met 1] Allow Automatic Updates immediate installation Mot configured No
| Windows Mec Turn on recommended updates via Automatic Updates Mot configured No

“| Windows Mes
| Windows Mol
| Windows Reli| |
~| Windows Ren
| Windows Ren
| Windows Side| =
“| Windows Syst
| Windows Upc
2 All Settings —_ B
> i% User Confiquration ~ ||l m |
a L | > Extended )\Standard/
16 setting(s)

Mo auto-restart with logged on users for scheduled automat... Mot cenfigured Mo
Re-prompt for restart with scheduled installations Mot configured No
Delay Restart for scheduled installations Mot configured No

Reschedule Automatic Updates scheduled installations Mot configured No

nable client-side targeting Enabled Mo

Allow signed updates from an intranet Microsoft update ser... Mot configured No

10. Simply follow the slide showing below to complete the setup.

& Do not display Tnstall Updates and Shut Down’ option in Shut Down Windows dialog box ||

[} Do not display ‘Install Updates and Shut Down’ option in Shut Down Windows dialog box

@ Not Configured ~ Comment: =
) Enabled

) Disabled =
Supported N 4t |eact Windows XP Professional with SP2 -

Options: Help:

This policy setting allows you to manage whether the Tnstall P
Updates and Shut Down' option is displayed in the Shut Down
Windows dialog box.

If you enable this policy setting, ‘Install Updates and Shut Down’
will not appear as a choice in the Shut Down Windows dialog
box, even if updates are available for installation when the user
selects the Shut Down option in the Start menu,

Tf you disable or do not configure this policy setting, the ‘Install
Updates and Shut Down' option will be available in the Shut
Down Windows dialog box if updates are available when the user
selects the Shut Down option in the Start menu.
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Click Next Setting

& Do not adjust default aption to Tnstall Lpdates and Shut Down’ in Shut Down Windows dislog box || =) &)

5] Do not adjust default option to ‘Install Updates and Shut Down' in Shut Down Windows dialog box

l Previous Setting ] [ Next Setting

@ Not Configured ~ Comment:

©) Enabled
(©) Disabled i
Supported 001 At |east Windows XP Professional with SP2 -
= |
Options: Help:
||
This policy setting allows you to menage whether the Install |

Updates and Shut Down' option is allowed to be the default
cheice in the Shut Down Windows dialeg.

If you enable this policy setting, the user's last shut down choice
(Hibernate, Restart, etc.) is the default option in the Shut Down
Windows dialog box, regardless of whether the ‘Install Updates
and Shut Down' option is available in the 'What do you want the
computer to do? list.

m

T you disable or do not configure this policy setting, the 'Install
Updates and Shut Down’ option will be the default option in the
Shut Down Windows dialog box if updates are available for
installation at the time the user selects the Shut Down option in
the Start menu.

Nete that this policy setting has no impact if the Computer
Configuration\Administrative TemplatesiWindows
Components\Windows Update\Do not display 'Install Updates

4 Enabling Windows Update Power Management to automatically wake up the system to install schedule... (=] (0 )

[} Enabling Windows Update Power Management to automatically wake up the system to install scheduled updates

| Brevious Setting | [ et Setting

@ Not Configured ~ COMMent:

) Enabled
(©) Disabled —
Supported on: At |eost Windows Vista '
=N |
Cptions: Help:
I

Specifies whether the Windows Update will use the Windows L
Power Management features to automatically wake up the
system from hibernation, if there are updates scheduled for
installation.

Windows Update will only autematically wake up the system if
Windows Update is configured to install updates automatically. If
the system is in hibernation when the scheduled install time
aceurs and there sre updates to be applied, then Windows
Update will use the Windows Power management features to
sutomatically wake the system up ta install the updates.

Windows update will also wake the system up and install an
update if an install deadline accurs.

The system will not wake unless there are updates to be installed.
T the system i on battery power, when Windows Update wakes
it up, it will not install updates and the system will automatically
return to hibemation in 2 minutes,
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Click Next Setting

& Configure Automatic Updates e . BT

[E] Configure Automatic Updates

Previous Setting ] l Next Setting ]

() Not Configured Comment:

@ Enabled
@) Disabled i
Supported ON: at east Windows 2000 Service Pack 3 or Windows XP Professional Service Packl
Options: Help:
Configure sutomatic updating: Specif_\es whether this computer will receive security updates and | «
other important downleads through the Windows automatic
4 - Auto download and schedule the install b4 updating service.

The following settings are only required This setting lets you specify if automatic updates are enabled on

this computer. If the service is enabled, you must select ane of

and applicable if 4 is selectad. the four optiens in the Group Policy Setting:

Scfiechilsglinstal i 2 = Netify before downleading any updates and notify again
0 - Every day before installing them.

Scheduled install time: | 104

When Windows finds updates that apply to this computer, an
icon appears in the status area with a message that updates are
ready to be downleaded. Clicking the icon or message provides
the option to select the specific updates to download. Windows
then downloads the selected updates in the background. When
the download is complete, the icon appears in the status area
again, with notification that the updates are ready to be installed.
Clicking the icon or message provides the option to select which
updates to install.

[ ok H e H Apply ]

Please put the ip given by the administrator

Example : http://x.x.x.x/

& Spec

intranet Microsoft update service location a o 5 S

[E] Specify intranet Microsoft update service location P l I Next setting l

©) Not Configured ~ Comment:

@) Enabled
() Disabled -
Supported 0% at jeast Windows 2000 Service Pack 3 or Windows XP Professional Service Packl = |
adll |
Options: Help:
Set the intranet update service for detecting Specifies an intranet sarvertQ host update§from Microsoft -
updates: Update. You can then use this update service to automatically

update computers on your network.

http :IIX'X'X'XI This setting lets you specify a server on your network to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
search this service for updates that apply te the computers on

http://x.x.x.x/ your network.

(example: http://IntranetUpd01)

1

To use this setting, you must set two servername values: the
server from which the Automatic Updates client detects and
downloads updates, and the server ta which updated
warkstations upload statistics. You can set both values to be the
same server,

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates, Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying

I oK H s H Apply ]
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Click Next Setting

-
A Automatic Updates detection frequency

E] Automatic Updates detection frequency

T A ] I MNext Setfing

(@ Not Configured ~ Comment:

@

Enabled

(©) Disabled

Supported 0n: ¢ |eact Windaws 2000 Service Pack 3 or Windows XP Professional Service Pack1 =

s ||
Options: Help:

Check for updates at the following Specifies the hours that Windows will use to determine how long | ~

to wait before checking for available updates. The exact wait
interval (hours): 4] = time is determined by using the hours specified here minus zero
to twenty percent of the hours specified. For example, if this
policy is used to specify a 20 hour detection frequency, then all
clients to which this policy is applied will check for updates
anywhere between 16 and 20 hours,

If the status s set to Enabled, Windows will check for available
updates at the specified interval.

I the status is set to Disabled or Not Configured, Windows will
check for available updates at the default interval of 22 hours.

Note: The "Specify intranet Microsoft update service location”
setting must be enabled for this pelicy to have effect.

Note: If the "Configure Automatic Updates” policy is disabled,
this policy has no effect.

! [ ok H = H Apply I

A& Allow non-administrators to receive update notifications

EE] Allow non-administrators to receive update notifications Previous Setting l l Next Setiing

) Not Configured ~ Comment:

nabled

Disabled

Supported on: At jeast Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1 =

Options: Help:

This policy setting allows you to control whether non- B
administrative users will receive update netifications based on
the "Configure Automatic Updates” policy setting.

If you enable this policy setting, Windows Automatic Update and
Micresoft Update will include nen-administraters when
determining which logged-on user should receive update
notifications. Non-administrative users will be able te install all
optional, recommended, and important content for which they
received a notification. Users will not see a User Account Control
window and de not need elevated permissions to install these b
updates, except in the case of updates that contain User Interface
. End User License Agreement, or Windows Update setting
changes.

m

There are two situations where the effect of this setting depends
on the operating system: Hide/Restore updates, and Cancel an
i install,

On XP: I you enable this policy setting, users will not see a User
Account Control window and do not need elevated permissions

[ ok ][ coneet |[ appy |
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Click Next Setting

& Tumn on Software Notifications ! m @Elg

[} Turn on Software Notifications

| .

Mot Configured Comment:
() Enabled
") Disabled

Supported on: At jeact Windows Vista

Options: Help:

This palicy setting allows you to control whether users see -
detailed enhanced notification messages about featured
software from the Microsoft Update service. Enhanced
notification messages convey the value and promote the
installation and use of optional software. This policy setting is
intended for use in loosely managed environments in which you
allow the end user access to the Microsoft Update service.

n

1f you enzble this policy setting, a notification message will
appear on the user's computer when featured software is
available. The user can click the netification to open the
‘Windows Update Application and get more information about
the software or install it. The user can also click "Close this R
message” or "Show me later” to defer the notification as
appropriate.

In Windows 7, this policy setting will only control detailed

| notifications for optional applications. In Windows Vists, this
policy setting controls detailed notifications for optional
applications and updates.

& Allow Autematic Updates immediate installation

E Allow Automatic Updates immediate installation TEe T I l Mext Setting
Not Configured ~ COMMment: 2
@ Enabled
Disabled e
Supperted of At least Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1 = y
Options: Help:
Specifies whether Automatic Updates should automatically . |
install certain updates that neither interrupt Windows services
nor restart Windows,
If the status is set to Enabled, Automatic Updates will
immediately install these updates once they are downloaded and
ready to install,
If the status is set to Disabled, such updates will not be installed
immediately.
Mote: If the "Configure Automatic Updates” policy is disabled,
this policy has no effect,
l
r [ OK ] [ Cancel ] [ Apply ]
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Click Next Setting

& Tum on recommended updates via Automatic Updates

E‘ Turn on recommended updates via Automatic Updates e I [ Mext Setting
@ Mot Configurad Comment: -
() Enabled
(©) Disabled &
Supported ON! At |east Windows Vista ~| b
Options: Help:
Specifies whether Automatic Updates will deliver both important | = |
a5 well as recommended updates from the Windows Update
update service.
When this palicy is enabled, Automatic Updates will install
recommended updates as well as important updates from
Windows Update update service.
When disabled or not cenfigured Automatic Updates will
continue to deliver important updates if it is already configured
to de so.
[
A& No auto-restart with logged on users for scheduled automatic updates installations | D
- -
[} Mo suto-restart with logged on users for scheduled automatic updstes installations
I e ] [ T
@ Not Configured ~ Comment: 7
(@) Enabled
© Disabled il
Supported o At least Windows 2000 Service Pack 3 or Windows XP Professional Service Packl |
Options: Help: |
Specifies that to complete 3 scheduled installation, Automatic | =

Updates will wait for the computer to be restarted by any user
who is logged on, instead of causing the computer to restart
automatically.

I the status is set to Enabled, Automatic Updates will not restart
a computer automatically during a scheduled installation if a
useris logged in to the computer. Instead, Automatic Updates
will notify the user to restart the computer.

m

Be aware that the computer needs to be restarted for the updates
to take effect.

T the status is set to Disabled or Not Configured, Automatic
Updates will notify the user that the computer will automatically
restart in 5 minutes to complete the installation.

Note: This policy applies only when Autematic Updates is
configured to perform scheduled installations of updates. If the

(o] [ oo ] [ |
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Click Next Setting

& Re-prompt for restart with scheduled installations

*
5] Re-prompt for restart with scheduled installations T e R I [ Mext Setting
) Not Configured ~ Comment: =
@ Enabled
() Disabled B
Supported 0Nt jeast Windows 2000 Service Pack 3 or Windows XP Professional Service Packl  + N
T
Options: Help:
Specifies th, f for A ic Upd i e |
Wait the following period before pecifies the amount of time for Automatic Updates to wait

before prompting again with a scheduled restart.
prompting again with a scheduled

If the status is set to Enabled, a scheduled restart will occur the
restart {minutes): 60| $ specified number of minutes after the previous prompt for
restart was postponed.

If the status is set to Disabled or Not Configured, the default
interval is 10 minutes,

Note: This policy applies only when Autematic Updates is
configured to perform scheduled installations of updates, If the
"Configure Automatic Updates” policy is disabled, this policy has
no effect.

r I oK H T H Apply ]

& Delay Restart for scheduled installations

- -

E Delay Restart for scheduled installations ot ] [ Next Setting

@ Not Configured ~ Comment:

©) Enabled
Disabled =
Supported ON! At east Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1  « |,
Opticns: Help:
Wait the fallowing period before Specifies the amount of time for Automatic Updates to wait A

before proceeding with a scheduled restart.
proceeding with a scheduled
If the status is set to Enabled, a scheduled restart will accur the
restart (minutes): 1 specified number of minutes after the installatien is finished.

If the status is set to Disabled or Not Configured, the default wait
time is 15 minutes.

Note: This policy applies enly when Automatic Updates is
configured to perform scheduled installations of updates. If the
"Configure Automatic Updates” policy is disabled, this policy has
no effect.
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Click Next Setting

A Reschedule Automatic Updates scheduled installations

[} Reschedule Automatic Updates scheduled installations Diioureiting ] [ Next Setting

) Not Configured ~ Comment:
@ Enabled
) Dissbled -

Supported o At jeat Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1 =

ad |
Options: Help:

Wat after system Specifies the smount of time for Automatic Updates to wait, B
following system startup, before proceeding with a scheduled
startup (minutes): 10| = installation that was missed previously.

If the status is set to Enabled, a scheduled installation that did
not take place earlier will occur the specified number of minutes
after the computer is next started,

If the status is set to Disabled, a missed scheduled installation will
occur with the next scheduled installation.

If the status is set to Not Configured, a missed scheduled
installation will occur one minute after the computer is next
started.

Note: This policy applies only when Autematic Updates is

cenfigured to perform scheduled installations of updates. If the
il "Configure Automatic Updates” palicy is disabled, this palicy has
no effect.

| o) (o ) o |

Click Next Setting

A& Allow signed updates from an intranet Microsoft update service location

[} Allow signed updates from an intranet Micrasoft update service lacation T

@ Mot Configured ~ Comment:

©) Enabled
©) Disabled il
Supported en: At jeast Windows XP Professional with SP1 or Windows Server 2003 family 7
sl |
Options: Help:
|
This policy setting allows you to manage whether Automatic | =

Updates accepts updates signed by entities other than Micrasoft
when the update is found on an intranet Microsoft update
senvice location.

Tf you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer.

¥ you disable or do not cenfigure this policy setting, updates
from an intranet Microseft update service location must be
signed by Microsoft.

Note: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

!
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-
@ Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Templates\Windows Components\Windows Update] =& &
E File Action View Favorites Window Help o
520 = dE T

| Windows Cale » || Setting State Comment || Actions
o :::n:ows EDII 12| Do not display 'Install Updates and Shut Down' option in Sh... Mot configured Mo Windows Update -
v \'\"::dz:z D::- || Do not adjust default option to 'Install Updates and Shut Do... Mot configured Mo More Actions »
& Windows Ei || Enabling Windows Update Power Management te automati... Mot configured Mo
. .!n sy i=| Configure Automatic Undates Enahled Mo Allow signed updates froman ... &
| Windows Expl i, s 2 3
g i |i=] Specify intranet  Microsoft Management Console Mo More Actions »
| Windows Log iz Automatic Upda Mo
| Windows Mai =] Allow non-admi Mo
Windows Met i=| Turn on Softwar ! Save console settings to Consolel ? Mo
| Windows Me: 12| Allow Automatic Mo
| Windows Met 1i| Turn on recom Mo
ik M i2] No auto-restart : : N
d \\'.!ndow_ Mes 1i£]| No auto-resta | Yes | | [ | | Cancel o
| Windows Mol |i=| Re-prompt for r i 2 Mo
| Windows Reli |i=| Delay Restart for / Mo
| Windows Ren |i=| Reschedule Automatic Updates scheduled installations Enabled No
| Windows Ren liz] Enable client-side targeting Enabled Neo
| Windows Side = ||| [:2) Allow signed updates from an intranet Microsoft update ser... Mot configured Mo
| Windows Syst
| Windows Upc|
.4 All Settings
i®, User Configuration = |5 L 4
4 L : 5 \Extended )\Standard/

16 setting(s)

just close the MMC without saving it.

11. Open Command Prompt . Run gpupdate

icrosoft Windows [Version 6.3.96881]
c? 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator>gpupdate
pdating policy...

omputer Policy update has completed successfully.

12. Run wuauclt /detectnow

icrosoft Windows [UVersion 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

NUserssAdministrator>uwuauclt Adetectnow

sUserssAdministrator>
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Windows 8

1. Click START, select Run

Run

=== Typethe name of a program, folder, document, or Internet
- resource, and Windows will open it for you.

g |

Opern: | mmc v

OK Cancel Browse...

2. The Microsoft Management Console will loaded.

=

@ Console1 - [Console Root] - o IEl
@ File Action View Favorites Window Help |

AEE
—, =
«=E =z EE
| Console Root MName Actions
There are no items to show in this view, CQDS_OIE Root -

More Actions 4
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3. Click file > Add/Remove Snap-in..

=1 Consolel - [Console Root]
'al File | Action View Favorites Window Help
4 New Ctrl+N
& Open... Ctri+0 =
Save Ctrl+5 I =
Gare A There are no items to show in this view, Console Root =
| More Actions »
Add/Remove Snap-in... Cirl+M
Options...
Recent File
Exit

\Enables you to add snap-ins te or remaove them from the snap-in console,

4. Add on Group Policy Object Editor

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those availzble on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in vendaor -~ [ Conscle Root Edit Extensions...
ActiveX Control Microsoft Co S —
uthorization Manager Microsoft Cc
Certificates Microsoft Co
. Component Services Microsoft Co Move Up
;k Computer Management Microsoft Co
=4 Device Manager Microsoft Co Add >
=% Disk Management Microsoft an
@ Event Viewer Microsoft Co
|Folder Microsoft Co
oup Policy Object Editor G Tedv=lid e
IP Security Monitor Microsoft Co
.g IP Security Policy Manage... Microsoft Co e
< Y Advanced...
Description:

This snap-n allows you to edit the local Group Policy Objects stored on a computer.,

OK. Cancel
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Select Group Policy Object E

Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local
complter.

Use the Browse button to select one of the Group Policy
Chbjects.

Group Palicy Object:

[local Computc]

. Browse .

[ ] Allow the focus of the Group Policy Snap-n to be
changed when launching from the command line. This
only applies f you save the console.

< Back Finish Cancel
5. Then press Finish and OK
Add or Remove Snap-ins “
You can select snap-ins for this conscle from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in Vendor - [~ Console Root | Edit Extensions...
' ActiveX Control Microsoft Co =] Local Computer Palicy e
4 Authorization Manager Microsoft Cc
._ﬁﬂ Certificates Microsoft Ce
I'*_: Component Services Microsoft Co Mave Up
;Q"Compuher Management Microsoft Co
5 3 Z Move Down
=x Device Manager Microsoft Co A=
=5 Disk Management Microsaft an
Microsoft Co
Microsoft Co
.__;,\:' Group Policy Object Editor ~ Microsoft Co
g IP Security Monitor Microsoft Ce
g IP Security Policy Manage... Microsoft Co ]
< i T3 Advanced...
Description:
This snap-in allows you to edit the local Group Policy Objects stored on a computer,
oK Cancel
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6. Console Root > Local Computer Policy >Computer Configuration

= Consolel - [Console Root] wo = “

fﬁf File Action View Favorites Window Help

| = 8E

| Console Root Mame Actions

4 15 Local Computer Po! 5[ Local Computer Policy Console Root rs |
> i Computer Confi |
&+ 4l User Configurati More Actions 4

< 3

= Console1 - [Console Root\Local Computer Policy\Computer Configuration]

E File Action View Favorites Window Help
S EY

| Console Root T = e

4 =] Local Computer Pol Sl ; T oo it e
N C:ompu'ker Confil| ¢ ect an item to view its description. .ame G 1putel fi. &
3 ﬂ_i) User Configurati | Software Settings More Actions )

| Windows Settings
| Administrative Templates

< > | Extended A Standard /
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7. Click on Administrative Templates Folder > Windows Component Folder

i@ Console1 - [Console Root\Local Computer Policy\Computer Configuration\Administrative Te.. - =

File Action View Favorites Window Help

e 2@z 8E T

Momibtod "~ Adminisative Templates CT
4 = Local Computer Policy i .
2 M Compitter Configuration Select an item to view its description. St-attlng Adminis.. «
1 7 Software Settings | Control Panel More .. »
b | Windows Settings | Network
[ |_| Administrative Templates [ Printers
i+ & User Configuration | Server
“| Start Menu and Taskbar
| System
| Windows Components
Al Settings
£ >

Extended /(Standard /

Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Te.. — =

File Action View Favorites Window Help |5 %
e @ EE Y
_| Console Root _‘ Winde v 0 ’ t - Actions

5 _Lo-czocr:ii‘::iro:i:Igc:ration Select an item to view its description. Séﬁing * | Window... «
| Software Settings | ActiveX Installer Service More .. »
| Windows Settings | Add features to Windows £

Adrninistrative Templates | App Package Deployment
» [2] Control Panel | App runtime
b [0 ‘Metwork || Application Compatibility
| Printers | AutoPlay Policies
| Server __| Biometrics
| Start Menu and Taskbar | BitLocker Drive Encryption
b [ System | Credential User Interface
# | Desktop Gadgets
Sz All Settings | Desktop Window Manager

b il Vet Comhenuation | Device and Driver Compati

[ Digital Locker

I Edge Ul

| Event Forwarding
| Event Log Service

| Event Viewer v
£ >

Extended ){Standard){
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8. Go to Bottom and click on Windows Update Folder

& Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Te...

ﬁ File Action View Favorites Window Help
| = T
«= 252 HE T
| Windows Calendar A || Setting Actions
| Windows Color System

\iz] Do not display 'Install Updates and Shut Down' option in| | Window.., «

-| Windows Customer Experience Imj Do not adjust default option to 'Install Updates and Shut

| Windows Defender
» || Windows Error Reporting

More.. »

Enabling Windows Update Power Management to auton

= Windows Installer Always automatically restart at the scheduled time

| Windows Logon Options
| Windows Mail

= Windows Media Center || Automatic Updates detection frequency
| Windows Media Digital Rights Mar
| Windows Media Player

Configure Automatic Updates

Specify intranet Microsoft update service location

Do not connect to any Windows Update Internet locatior
Allow non-administrators to receive update notifications
Turn on Software Notifications

Allow Automatic Updates immediate installation

| Windows Messenger

| Windows Mobility Center

| Windows PowerShell

| Windows Reliability Analysis

| Windows Remote Management (W
_| Windows Remote Shell

| Work Folders

| Workplace Join

" Al Settings
i wl Lker Confinuratinn vILE 2

z > |\ Extended ) Standard /

18 setting(s)

Turn on recommended updates via Automatic Updates
Mo aute-restart with logged on users for scheduled auto

Re-prompt for restart with scheduled installations
Delay Restart for scheduled installations

Reschedule Automatic Updates scheduled installations
|iz| Enable client-side targeting
(=] Allow signed updates from an intranet Microsoft update

9. After you click Windows Update, on the right side of the MMC will shows the screenlike
below, start configure by double click the “Configure Automatics Updates™.

& Console1 - [Console Root\Local Computer Policy\Computer Configuration\Administrative Te.. — =

Eﬂ File Action View Favorites Window Help o=
e 2] v
__| Windows Color System A || Setting Actions
—' x!n:c}ws ;:fsto;ner Expenichi Do not display 'Install Updates and Shut Down' opti Window.., «
: !n s . i) Do not adjust default option te 'Install Updates and 5. Mot ¢ M »
» || Windows Error Reporting i i e
i Enabling Windows Update Power Managementto a..  Notc
| Windows Installer X X
— . =| Always automatically restart at the scheduled time Note| Donot.. =~
| Windows Logon Options ! 3
Configure Automatic Updates Not ¢ More.. P

Windows Mail

| Windows Media Center
Windows Media Digital Right
Windows Media Player
Windows Messenger
Windows Mobility Center
| Windows PowerShell

| Windows Reliability Analysis
| Windows Remote Manageme

Specify intranet Microsoft update service location Mot ¢
=| Automatic Updates detection frequency Mot ¢

b

(| Do not connect to any Windows Update Internet loc...  Notc

|i2] Allow non-administrators to receive update notificat..  Notc
=| Turn en Software Motifications Not ¢
Allow Automatic Updates immediate installation Mot ¢

=| Turn on recommended updates via Automatic Upda... MNotc

Mo auto-restart with logged on users for scheduled a..  Not c

| Windows Remote Shell Re-prompt for restart with scheduled installations Not ¢

| Windows Update |i=| Delay Restart for scheduled installations Mot ¢

'__' Work Folders iz| Reschedule Automatic Updates scheduled installatio.. Mot c

d WD.rkp|ECEJUII"I i=| Enable client-side targeting Not ¢
2 All Settings (| Allow signed updates from an intranet Microsoft up...  Notc

b & User Configuration
vl € b4
< > Extended } Standard ,/
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10. Simply follow the slide showing below to complete the setup.

& Do not display ‘Install Updates and Shut Down’ option in Shut Down Windows dialo.. = &

[} Do not display 'Install Updates and Shut Down'’ option in Shut Down Windows dislog box

Next Setting

® Not Configured ~ Comment:

() Enabled
() Disabled

Supported o | windows 7, Windows Server 2008 R2, Windows Vista, Windows XP SP2
G Help:

This policy setting allows you to manage whether the ‘Install
Updates and Shut Down' optien is displayed in the Shut Down
Windows dialog box.

If you enable this policy setting, 'Install Updates and Shut Down’
will not appear as a choice in the Shut Down Windows dialog
box, even if updates are available for installation when the user
selects the Shut Down optien in the Start menu.

If you disable or do not configure this policy setting, the ‘Install
Updates and Shut Down' option will be available in the Shut
Down Windows dialog box if updates are available when the user
selects the Shut Down option in the Start menu.

oK Cancel

Click Next Setting

& Do not adjust default option to ‘Install Updates and Shut Down' in Shut Down Wind... — —-“

[=] Do not adjust default option te 'Install Updates and Shut Down' in Shut Down Windows dialeg box

Previous Setting ‘ Next Setting

@ Mot Configured ~ Comment:
() Enabled
() Disabled
Supperted on: | Windows 7, Windows Server 2008 R2, Windows Vista, Windows XP 5P2

Optiens: Help:

This policy setting allows you to manage whether the ‘Install
Updates and Shut Down' option is allowed to be the default
chaice in the Shut Down Windows dialog.

>

If you enable this policy setting, the user's last shut down choice
(Hibernate, Restart, etc. is the default optien in the Shut Down
Windows dialog box, regardless of whether the 'Install Updates
and Shut Down' option is available in the 'What do you want the
computer to do? list,

It you disable or do not configure this policy setting, the 'Install
Updates and Shut Down' option will be the default option in the
Shut Down Windews dizlog box if updates are available for
installation at the time the user selects the Shut Down option in
the Start menu.

Note that this policy setting has no impact if the Computer
Configuration\Administrative Templates\Windows
Components\Windows Update\Do not display 'Install Updates

oK Cancel
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A Enabling Windows Update Power Management to automatically wake up the syste., — O

[} Enabling Windows Update Power Management to automatically wake up the system to install scheduled updates

® Not Confiqured ~ Comment:

) Enabled
() Disabled

Supported 0N | Windows Server 2008, Windows 7, and Windows Vista
Options: Help:

Specifies whether the Windows Update will use the Windows
Power Management features to automatically wake up the
system from hibernation, if there are updates scheduled for
installation.

Windows Update will only automatically wake up the system if
Windows Update is configured to install updates automatically. If
the system i in hibernation when the scheduled install time
occurs and there are updates to be applied, then Windows
Update will use the Windows Power management features to
automatically wake the system up to install the updates.

Windows update will also wake the system up and install an
update if an install deadline occurs.

The system will not wake unless there are updates to be installed.
If the system is on battery power, when Windows Update wakes
it up, it will not install updlates and the system will automatically
retum te hibernation in 2 minutes.

oK Cancel
Click Next Setting
L Configure Automatic Updates = 42 -
[E] Configure Automatic Updates PG N st

) Not Configured ~ Comment:

® Enabled
) Disabled
Supported 0N | Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Options: Help:
Goritigurs sdtamaicupasting Specifies whether this computer will receive security updates and | ~
other important downloads through the Windows automatic
4- Auto download and schedule the install v updating service.
The following settings are enly required and Note: This policy does net apply to Windows RT,
applicable if 4 is selected,
This setting lets you specify whether automatic updates are
[T Install during sutamstic maintenance enabled on this computer. If the service is enabled, you must
) select one of the four options in the Group Policy Setting:
Scheduled install day:
s % 2 = Notify before downloading and installing any updates.
N — v When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After gaing to Windows Update, users can download and install
any available updates,
3= (Default setting) Download the updates automatically
and notify when they are ready te be installed
Windows finds updates that apply to the computer and -

oK ‘ Cancel Apply
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please put the ip given by the administrator
Example : http://x.x.x.x/

b Specify intranet Microsoft update service location - _n

[] Specify intranet Microsoft update service location e NextSeting

) Not Configured ~ Comment:

®) Enabled
() Disabled
Supperted oni | At |east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
excluding Windows RT
Options: Help:
S e U SR Ror ettt Specifies an intranet server to host updates fram Microsoft A
vl Update. You can then use this update service to automatically
update computers an your network.
butpfxxxx/ This setting lets you specify a server on your network ta function
Set the intranet statistics server: as an intemnal update service. The Automatic Updates client will
search this service for updates that apply to the computers on
hitps/fx x x5/ your network.

(example: http://IntranetUpd01) To use this setting, you must set two servername values: the

server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics. You can set both values to be the
same server.

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and dewnload
updates, Enabling this sefting means that end users in your
organization den't have to go threugh a firewall to get updates,
and it gives you the opportunity to test updates before deploying

oK | Cancel Apply
Click Next Setting
L Automatic Updates detection frequency = _n

E’ Automatic Updates detection frequency D s ety Next Setting

) Not Configured Comment:

Supported 81 | At east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 2,

excluding Windows RT

Options: Help:
Check for updates at the following Specifies the hours that Windows will use to determine how lang | »
to wait before checking for available updates. The exact wait
interval (hours): |4 E time is determined by using the hours specified here minus zero

to twenty percent of the hours specified, For example, if this
poelicy is used to specify a 20 hour detection frequency, then all
clients to which this policy is applied will check for updates
anywhere between 16 and 20 hours.,

If the status is set to Enabled, Windows will check for available
updates at the specified interval.

If the status is set to Disabled or Not Configured, Windows will
check for available updates at the default interval of 22 hours,

Mote: The "Specify intranet Microsoft update service location”
setting must be enabled for this policy to have effect.

Mote: If the “Configure Automatic Updates” policy is disabled,
this policy has no effect.

Mote: This policy is not supported on Windows RT. Setting this

K Cancel Apply
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A Do not connect to any Windows Update Internet locations = = -

E} Do not connect to any Windows Update Internet locations P Next Setting

Comment:

Not Configured
Enabled

Disabled
Supported on: | ¢ eact Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1

Opticns: Help:

Even when Windows Update is configured to receive updates
from an intranet update service, it will periodically retrieve
information from the public Windows Update service to enable
future connections to Windows Update, and other services like
Microsoft Update or the Windows Store,

Enabling this policy will disable that functionality, and may cause
connection to public services such as the Windows Store to stop
working.

Note: This policy applies only when this PC is configured to
connect to an intranet update service using the "Specify intranet
Microsoft update service location” policy.

| 0K Cancel Apply

Click Next Setting

ko Allow non-administrators to receive update notifications - ?n

E: Allow non-administrators to receive update notifications PreviousSetting Next Setting

) Not Configured  Comment:

Supperted on: | \indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

Options: Help:

This policy setting allows you to control whether non- A
administrative users will receive update ntifications based on
the "Configure Automatic Updates” policy setting.

If you enable this policy setting, Windows Automatic Update and
Microseft Update will include nen-administrators when
determining which logged-on user should receive update
notifications. Nen-administrative users will be able to install all
optional, recommended, and important content for which they
received a notification. Users will not see  User Account Contrel
window and do not need elevated permissions ta install these
updates, except in the case of updates that contain User Interface
, End User License Agreement , or Windows Update sefting
changes.

There are two situations where the effect of this setting depends
on the operating system: Hide/Restore updates, and Cancel an

install,

On XP: I you enable this policy setting, users will not see a User
Account Control windew and do net need elevated permissions

‘ oK Cancel Apply
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B Turn on Software Notifications

E Turn on Software Notifications

Previous Setting

(® Not Configured ~ Comment:

) Enabled

Disshled
Supperted oni | yindows Server 2008, Windows 7, and Windows Vista

Options: Help:

This policy setting allows you to control whether users see A
detailed enhanced notification messages about featured
software from the Microsoft Update service. Enhanced
notification messages convey the value and promote the
installation and use of optional software. This policy setting is
intended for use in loosely managed environments in which you
allow the end user access to the Microsoft Update service.

If you enable this policy setting, a notification message will
appear on the user's computer when featured software is
available. The user can click the notification to open the
Windows Update Application and get more information about
the software or install it. The user can also click "Close this
message” or "Show me later” to defer the notification as
appropriate,

In Windows 7, this palicy setting will only control detailed
notifications for optienal applications. In Windows Vista, this
policy setting controls detailed notifications for optional
applications and updates.

oK Cancel

Click Next Setting

A Allow Automatic Updates immediate installation i _n |

E Allow Autematic Updates immediate installation P iy ext Setting

Not Configured ~ Comment:

Enabled
Disabled
Supported on: | windows XP Professional Service Pack 1 o At least Windows 2000 Service Pack 3
Options: Help:

Specifies whether Automatic Updates should automatically
install certain updates that neither interrupt Windows services
nor restart Windows.

If the status is set to Enabled, Automatic Updates will
immediately install these updates once they are downloaded and
ready to install.

If the status i set to Disabled, such updates will not be installed
immediately.

Note: If the *Configure Automatic Updates" policy is disabled,
this policy has no effect.

OK Cancel
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& Turn on recommended updates via Automatic Updates = -

E] Turn on recommended updates via Automatic Updates S —‘EE’“S .

(®) Not Configured ~ Comment: {

Enabled
() Disabled |
Supported on: | st |east Windows Vista |
Options; Help:

Specifies whether Automatic Updates will deliver both important
as well as recommended updates frem the Windows Update
update service.

When this policy is enabled, Automatic Updates will install
recommended updates as well as important updates from
Windows Update update service.

When disabled or not configured Automatic Updates will
continue to deliver important updates if it is already configured
to do so.

oK Cancel

Click Next Setting

& No auto-restart with logged on users for scheduled automatic updates installations = _“
[} No auto-restart with logged on users for scheduled automatic updates installations

Previous Setting Next Setting

Comment:

Not Configured

nabled

Supported on: | Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

Options: Help:

Specifies that to complete a scheduled installation, Automatic | A
Updates will wait for the computer to be restarted by any user
who is logged on, instead of causing the computer to restart
automatically.

If the status is sct to Enabled, Automatic Updates will net restart
a computer automatically during a scheduled installation if a
useris legged in to the computer. Instead, Automatic Updates
will notify the user to restart the computer.

Be aware that the computer needs to be restarted for the updates
to take effect.

If the status is sct to Disabled or Not Configured, Automatic
Updates will notify the user that the computer will automatically

restart in 3 minutes to complete the installation.

Note: This policy applies only when Autematic Updates is
configured to perform scheduled installations of updates. If the

oK ‘ Cancel Apply
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& Re-prompt for restart with scheduled installations = -

E5] Re-prompt for restart with scheduled installations P Next Setting

) Not Configured ~ Comment:

(®) Enabled
() Disabled
Supperted oni | \indows 7, Windows Server 2008 R2, Windows Vista, Windows Server 2003,
Windows XP SP2, Windows XP SP1, Windows 2000 P4, Windows 2000 5P3
Options; Help:

Wait the fellowing peried before ] . .
Specifies the amount of time for Autematic Updates te wait
prempting again with @ scheduled before prompting again with a scheduled restart.

restart [minutes): |60 = If the status is set to Enabled, a scheduled restart will occur
the specified number of minutes after the previous prompt for
restart was postponed.

If the status is set to Disabled or Not Configured, the default
interval is 10 minutes,

Note: This policy applies only when Automatic Updates is
configured to perform scheduled installations of updates, If the
"Configure Automatic Updates" policy is disabled, this pelicy has
no effect. This policy has no effect on Windows RT

oK | Cancel Apply

Click Next Setting

A Delay Restart for scheduled installations S A ‘

Previous Setting Next Setting

|
@® Not Configured ~ Comment: !

E Delay Restart for scheduled installations

(0 Enabled
() Disabled |
Supported o | \indows 7, Windows Server 2008 R2, Windows Vista, Windows Server 2003,
Windows XP SP2, Windows XP 5P1, Windows 2000 SP4, Winclows 2000 SP3
Options: Help:
Wit the following period before Specifies the amount of time for Automatic Updates to wait

before proceeding with a scheduled restart.

procesding with a scheduled
I the status i set to Enabled, a scheduled restart will occur the

restart (minutes): |1 < specified number of minutes after the installation is finished.

If the status is set to Disabled or Not Configured, the default wait
time is 13 minutes.

Note: This policy applies only when Automatic Updates is
configured to perform scheduled installstions of updates. If the
“Configure Automatic Updates” policy is disabled, this policy has
no effect.

0K Cancel
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L3 Reschedule Automatic Updates scheduled installations = -

E} Reschedule Automatic Updates scheduled installations B ey Next Setting

Not Configured ~ Comment:

Supperted o | Windows 7, Windows Server 2008 R2, Windows Vista, Windows Server 2003,
Windows XP SP2, Windows XP SP1, Windows 2000 SP4, Windows 2000 SP3
Options: Help:
Wit after system Specifies the smount of time for Automatic Updates to wait,
following system startup, before proceeding with a scheduled
startup (minutes): |10 = installation that was missed previously.

I the status is set to Enabled, 3 scheduled installation that did
not take place earlier will eccur the specified number of minutes
after the computer is next started.

If the status is set to Disabled, a missed scheduled installation will
occur with the next scheduled installation.

If the status is sct to Not Configured, a missed scheduled
installation will occur ane minute after the computer is next
started.

Note: This policy applies only when Autematic Updates is
configured to perform scheduled installations of updates. If the
"Configure Automatic Updates" policy is disabled, this policy has
no effect.

oK ‘ Cancel Apply

Click Next Setting

e Allow signed updates from an intranet Microsoft update service location e -

] Allow signed updates from an intranet Microsoft updste sevice location [ 5 oo e o

Not Configured ~ Comment:

Supported 0n: | At |eact Windows Server 2003 operating systerns or Windows XP Professional with

5P1, excluding Windows RT

Options: Help:

This policy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update
senvice location.

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the 'Trusted
Publishers” certificate store of the local computer.

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft.

Note: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

Note: This policy is not supperted on Windows RT. Setting this
policy will not have any effect on Windows RT PCs.

Click OK
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@ Consolel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Te.. = ©
@ File Action View Favorites Window Help
% | zEE HE 7T

Windows Color System A- Setting .Act'u:ms

| Windows Customer Experient
Windows Defender
Windows Error Reporting

|| Do not display 'Install Updates and Shut Down'’ optio... Not of| Window.., =~
Do not adjust default option to 'Install Updates and 5. Not c: More.. F
Enabling Windows Update Power Management taa..  Not ¢
d time Not | Allow si... =

Windows Installer
PRS0 T M 0 Y

Microsoft Management Console

| Windows Logof

Windows Mail Bl Moe..
Windows Medi; fation Notq
Windows Medi B
) Windiwe bedy I, Seve console seitings to Consolel? o B
Windows Mess notificat... E
Windows Mobi Mot
Windows Powe Ves Cancel ation Not ¢
| Windows Reliak itic Upda... Not
Windows Reme. P waty T oy e unwee ror seneduled an, Dl
Windaws Remate Shell Re-prompt for restart with scheduled installations El
Windows Update i=| Delay Restart for scheduled installations Not ¢
1 Work Folders | Reschedule Automatic Updates scheduled installatio... Bl
Workplace Join Enable client-side targeting El

All Settings

Allow signed updates from an intranet Microsoft up... Not ¢
#&, User Configuration |

v |l € >
< > Extended j, Standard |

11. Lastly, just close the MMC without saving it.

12. Open Command Prompt . Run gpupdate

icrosoft Windows [Version 6.3.96881]
c? 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator>gpupdate
pdating policy...

omputer Policy update has completed successfully.

13. Run wuauclt /detectnow

icrosoft Windows [UVersion 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

NUserssAdministrator>uwuauclt Adetectnow

sUserssAdministrator>

14. Perform/Run Windows Update
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Windows 10

1. Click START, select Run

4 Run ®

= Type the name of a program, folder, document, or Internet
=!I resource, and Windows will open it for you.

Open: | mmcl o5

Sancel B

& User Account Control >

Do you want to allow this app to make changes to your

BER

Program name:  Microsoft Management Console
Verified publisher: Microsoft Windows

) Show details

Change when these notifications appear

Click Yes

3. The Microsoft Management Console will loaded.

Fii Consolel - [Console Root] - [m] x
@ File Action View Favorites Window Help -&lx
=@ = =
| Console Root Miiia Aitions
There are no items to show in this view. Egnsglefoot =
More Actions 4
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3. Click file > Add/Remove Snap-in..

Concsolel - [Console Root] = (m] *
G File Action View Faverites Window Help -8 x
¢ New Ctrl=N
= Open... Ctrl+0 PR
5 Ctrl+5 F
o " There are no items to show in this view. Sarsole Root 2
Save As... *
More Actions
Add/Remove Snap-in... Ctrl+M
Options...
1wf
Exit
Enables you to add snap-ins to or remove them from the snap-in console.
. . .
4. Add on Group Policy Object Editor
Add or Remove Snap-ins x

Available snap-ins:

Selected snap-ns:

Snap-n

- ActiveX Control
uthorization Manager
Certificates

3 IP Security Moritor
&, 1P Security Policy M...
] Link to Web Address
- Al

Vendar

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Microsoft Cor...
Microsoft Cor. ..
Microsoft Cor...

You can select snap-ins for this conscle from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

| Console Root

Description:

Edit Extensions...

Remo

B Component Services  Microsoft Cor... Mave Up
;{.‘iCompuber Managem... Microsoft Cor...
:E'igDevice Manager Microsaft Cor...
=¥ Disk Management Microsoft and...
E Ewvent Viewer Microsoft Cor...
I Folder Microsoft Cor...
| Microsoft Cor...

Advanced...

This snap-n allows you to edit the local Group Policy Objects stored on a computer.

Cance
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Select Group Policy Object *

Welcome to the Group Policy Wizard i

Local Group Policy Objects are stored on the local
computer.

Use the Browse button to select one of the Group Policy
Objects.

Group Policy Object:
[local Compu]

Browse...

[] Mllow the focus of the Group Policy Snap4n to be
changed when launching from the command line. This
anly applies if you save the console.

< Back Cancel

5. Then press Finish and OK

Add or Remove Snap-ins X

You can select snap-ins for this consale from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

Snap-n Vendar kil

onsole Root Edit Extensions. ..

- ActiveX Control Microsoft Cor... Local Camputer Palicy AL
Authorization Manager Microsoft Cor. .. -
¥ Certificates Microsoft Cor...

s, Component Services Microsoft Cor...

Move Up
;%-Compuber Managem... Microsoft Cor...

Meve Down
=4 Device Manager Microsoft Cor... Rierve iow)
=¥ Disk Management Microsoftand...
@ Event Viewer Microsoft Cor...

| Folder Microsoft Cor...
Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IF Security Policy M...  Microsoft Cor, .,

% Link to Web Address ~ MicosoftCor... Advanced...

Description:

This snap-in allaws you to edit the local Group Policy Objects stored on a computer.
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6. Console Root > Local Computer Policy >Computer Configuration

E Consolel - [Console Root\Local Computer Policy' Computer Configuration]

[& File Action
Lo A

View Favorites

Window Help

| Console Root

~ =] Local Computer Policy
& Computer Configuration
i User Configuration

A Computer Configuration

Select an itemn to view its description.

Mame

:]Sof‘twara Settings
lendows Settings
]Administratwe Templates

'\ Brtended {, Standard /

Actions
Computer Configuration &
Maore Actions 4

7. Click on Administrative Templates Folder > Windows Component Folder

~ =[ Local Computer Pelicy
~ & Computer Configuration
~ Software Settings

_| Windows Components
“:z All Settings
4, User Configuration

Select an item to view its description.

_ Windows Settings

~ [ Administrative Templates jAF‘F Package Deployment
_| Control Panel App runtime
| Network jAppI\cation Compatibility
| Printers JAutoPlay Policies
_| Server jElumetncs
~| Start Menu and Taskbar IBitLocker Drive Encryption
| System eredentia\ User Interface

Setting L]
:]Active.‘( Installer Service
jAdd features to Windows 10

jData Collection and Preview E
jDesk‘top Gadgets
jDesk‘top Window Manager
jDEvi(E and Driver Compatibili

T Device Reaistration ¥
< >

'\ Bitended / Standard /

fi Conselel - [Console Root\Local Computer Policy\Computer Configuration\Administrative Templates\Windows Compone..  — O X
rfﬁ' File  Action View Favorites Window Help ]
e nmHz HE T

| Console Root " Windows Components Actions

Windows Components &

More Actions 4
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8. Go to Bottom and click on Windows Update Folder

@ Consolel - [Console Root\Local Computer Policy\Computer Configuration®Administrative Templates\Windows Co...  — [m| X
ﬁ Eile Action View Favorites Window Help - 8l x
o | nE 2 HE T

| Windows Defender Setting # || Actions

— x:::::z IEr:::arI:'\:pDrting Dcl not display 'Install Updates and Shut Down' of Windows Update -

x| Dn not adjust default option to 'Install Updates ar Wit At »

Windows Logen Options
Windows Mail
Windows Media Center

Windows Media Player
Windows Messenger

Windows Mobility Center

| Windows PowerShell

Windows Reliability Analysis
Windows Remaote Management
Windows Remote Shell
Windows Update

~| Work Folders

4 All Settings
4%, User Configuration

<

Windows Media Digital Rights M

Enabllng Windows Update Power Management ti
Alwa)rs automatically restart at the scheduled tim
Configure Automatic Updates

Specif‘_\,r intranet Microsoft update service locatior
Defer Upgrade

Autumatic Updates detection frequency

DU not connect to any Windows Update Internet
Allow non-administrators te receive update notifi
Turn on Software Motifications

Allow Automatic Updates immediate installation
Turn on recommended updates via Automatic Up
NU auto-restart with logged on users for scheduls
Re-promptfor restart with scheduled installation: «

€ >

19 setting(s)

Extended /, Standard /

9. After you click Windows Update, on the right side of the MMC will shows the screenlike
below, start configure by double click the “Configure Automatics Updates™.

E Consolel - [Console Root\Local Computer Policyt Computer Configuration\Administrative Templates\Windows Com... — ] x
fﬁ File Action View Favorites Window Help g
@ | |BE 7T

_| Windows Defender Setting » || Actions
— m::z:z Egltp””i”g o not display 'Install Updates and Shut Down’ opti Wmdcrws Update =
Pt Do not adjust default option to 'Install Updates and MateAchiohs »

| Windows Legon Options

| Windows Mail

| Windows Media Center
Windows Media Digital Rights M
Windows Media Player
Windows Messenger

| Windows Mobility Center
Windows PowerShell

_| Windows Reliability Analysis

_| Windows Remote Management |
| Windows Remote Shell

| Windows Update

| Work Folders

_ All Settings
¥, User Configuration

Enabl\ng Windows Update Power Management to a
Always automatically restart at the scheduled time
ConfigureAutomati( Updates

Spa(if}r intranet Microsoft update service location
Defer Upgrade

Automati( Updates detection frequency

Do not connect to any Windows Update Internet log
Allow non-administrators to receive update notifica
Turn on Software Motifications

Allow Automatic Updates immediate installation
Turn on recommended updates via Autematic Upd
NU auto-restart with logged on users for scheduled
Re-prnmpt for restart with scheduled installations  «
< >

Etended ) Standard /

Do not display 'Install U... &
More Actions »

Page 36 of 52



SabahGov Microsoft Windows Server Update Services
SNk

SABAH NET

INFINITE CONVERGENCE

10. Simply follow the slide showing below to complete the setup.

& Do not display 'Install Updates and Shut Down' option in Shut Down Windows dialog box O x

E; Do not display 'Install Updates and Shut Down' option in Shut Down Windows dialog box

(®) Not Configured CHpmett
() Enabled
() Disabled
Supperted o [ \Windows 7, Windows Server 2008 R2, Windows Vista, Windows XP 5P2
Cptions: Help:

This policy setting allows you to manage whether the 'Install
Updates and Shut Down' option is displayed in the Shut Down
Windows dialog box.

If you enable this policy setting, 'Install Updates and Shut Down'
will not appear as a choice in the Shut Down Windows dialog
box, even if updates are available for installation when the user
selects the Shut Down option in the Start menu,

If you disable or do not configure this policy setting, the 'Install
Updates and Shut Down' option will be available in the Shut
Down Windows dialog box if updates are available when the user
selects the Shut Down option in the Start menu.

0K Cancel

Click Next Setting

A Do not adjust default option to 'Install Updates and Shut Down' in Shut Down Windows dialeg b.. m} X

Ei Do not adjust default option to 'Install Updates and Shut Down' in Shut Down Windows dialog box

Previous Setting Next Setting

(®) Not Configured Comment:

() Enabled

() Disabled

Supperted ont [ indows 7, Windows Server 2008 R2, Windows Vista, Windows XP SP2

Options: Help:

>

This policy setting allows you to manage whether the 'Install
Updates and Shut Down' option is allowed to be the default
choice in the Shut Down Windows dialog.

If you enable this policy setting, the user's last shut down chaoice
(Hibernate, Restart, etc.) is the default optien in the Shut Down
Windows dialog box, regardless of whether the 'Install Updates
and Shut Down' opticn is available in the 'What de you want the
computer to do?' list,

If you disable or do not configure this policy setting, the 'Install
Updates and Shut Down' option will be the default option in the
Shut Down Windows dialog box if updates are available for
installation at the time the user selects the Shut Down optien in
the Start menu,

Mote that this pelicy setting has no impact if the Computer
Configuration\Administrative Templates\Windows
Components\Windows Update\Do net display 'Install Updates

0K Cancel
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& Enabling Windows Update Power Management to automatically wake up the system to install sc... m} X

E‘ Enabling Windows Update Power Management to autematically wake up the system to install scheduled updates

Previous Setting

@ Mot Configured ~ Comment:
) Enabled
(0 Disabled
Supported on: [ Windows Server 2008, Windows 7, and Windows Vista
Options: Help:

Specifies whether the Windows Update will use the Windows
Power Management features to automatically wake up the
system from hibernation, if there are updates scheduled for
installation.

Windows Update will only automatically wake up the system if
Windows Update is configured to install updates automatically. If
the system is in hibernation when the scheduled install time
occurs and there are updates to be applied, then Windows
Update will use the Windows Power management features to
automatically wake the system up to install the updates.

Windows update will also wake the system up and install an
update if an install deadline cccurs,

The system will not wake unless there are updates to be installed.

If the system is on battery power, when Windows Update wakes
it up, it will not install updates and the system will autematically
return to hibernation in 2 minutes,

0K Cancel

Click Next Setting

& Always automatically restart at the scheduled time O X

E: Always automatically restart at the scheduled time e

(@) Not Configured Comment:
() Enabled
() Disabled
Supported 0 [ At least Windows Server 2012, Windows 8 or Windows RT
Options: Help:

If you enable this policy, a restart timer will always begin
immediately after Windows Update installs important updates,
this much time to save their instead of first notifying users on the login screen for at least two
days.

The restart timer will give users

[i5 o

work [minutes): =
The restart timer can be configured to start with any value from
15 to 180 minutes. When the timer runs out, the restart will
proceed even if the PC has signed-in users,

If you disable or do not configure this policy, Windows Update
will not alter its restart behavior.

If the "Mo auto-restart with logged on users for scheduled
automatic updates installations” policy is enabled, then this
policy has no effect.

OK Cancel
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& Configure Automatic Updates [u] X

E} Configure Autematic Updates Brvernsi Next Setting

O Not Configured ~ Comment:

®) Enabled
O Disabled
Supperted on: [ \yindows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Options: Help:
Configure automatic updating: Specifies whether this computer will receive security updates and | A
other impartant downloads through the Windows automatic
4- Auto download and schedule the install updating service.
The following settings are anly required and Note: This palicy does not apply to Windows RT.

applicable if 4 is selected.
This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:

[ Install during sutomatic maintenance

Scheduled install day:

0 Every day o 2 = Notify before downloading and installing any updates.
— o When Windows finds updates that spply to this computer,

users will be notified that updates are ready to be downloaded.
After geing to Windows Update, users can download and install
any available updates.

3= (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and v

Cancel Apply

Click Next Setting
please put the ip given by the administrator

Example : http://x.x.x.x/

& Specify intranet Microsoft update service location [m] X

[} Specify intranet Microsoft update service location T T

) Mot Configured ~ Comment:

@® Enabled
() Disabled
Supported on: [ At |east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
excluding Windows RT
Options: Help:
S T T S TG Specifies an intranet server to host updates from Microsoft A
T Update. You can then use this update service to automatically
update computers on your network,
[tpetrxacocs |

This setting lets you specify a server an your network to function

Set the intranet statistics serven as an internal update service. The Autematic Updates client will
search this service for updates that apply to the computers on

| your network,

x

[ttt

(example: hitp:/IntranetUpd0T) To use this setting, you must set two servername values: the

server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics. You can set both values to be the
same server.

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization don't have to go through a firewall te get updates,
and it gives you the opportunity to test updates before deplaying | v
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4| Defer Upgrade [=] x
P9

Ei Defer Upgrade Brevious Setting

(®) Not Configured ST
() Enabled
() Disabled
Supperted ent [ 4t jeast Windows 10 Server, Windows 10 or Windows 10 RT
Opticns: Help:

If you enable this policy setting, in Pro and Enterprise SKUs you
can defer upgrades till the next upgrade period (at least a few
maonths).

If you do not have it set you will receive upgrades once they are
available that will be installed as part of your update policies.

Security updates will not be impacted by this policy, For more
information on available upgrades see
go.microsoft.com/fulink/?LinkiD=529169.

0K Cancel
Click Next Setting
& putomatic Updates detection frequency a x
E} Automatic Updates detection frequency Previous Setting Next Setting

() Not Cenfigured Comment:
(®) Enabled
() Disabled
Supperted on: At least Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
excluding Windows RT
Options: Help:
Check for updates at the following Specif\es the hours that Windows will use to determine hovof long | =
_ to wait before checking for available updates. The exact wait
interval (hours): |4 = time is determined by using the hours specified here minus zero

to twenty percent of the hours specified, For example, if this
policy is used to specify a 20 hour detection frequency, then all
clients te which this policy is applied will check for updates
anywhere between 16 and 20 hours,

If the status is set to Enabled, Windows will check for available
updates at the specified interval.

If the status is set to Disabled or Mot Configured, Windows will
check for available updates at the default interval of 22 hours,

Note: The "Specify intranet Microsoft update service location”
setting must be enabled for this policy to have effect.

Mote: If the "Configure Automatic Updates” policy is disabled,
this policy has no effect.

Mote: This policy is net supported on Windows RT. Setting this ]
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& Do not connect to any Windows Update Internet locations m} X

E} Do not connect to any Windows Update Internet locations Ereviots Setting Next Setting

® Mot LConfigured Comment:
(O Enabled
() Disabled
Supported on: [ ¢ jeact Windows Server 2012 R2, Windows 8.1 or Windows RT 8,1
Options: Help:

Even when Windows Update is configured to receive updates
from an intranet update service, it will pericdically retrieve
information frem the public Windows Update service to enable
future connections to Windows Update, and other services like
Microsoft Update or the Windows Store.

Enabling this pelicy will disable that functionality, and may cause
connection to public services such as the Windows Store to stop
working.

Mote: This pelicy applies only when this PC is configured to
connect to an intranet update service using the "Specify intranet
Microsoft update service location” policy.

Ok Cancel

Click Next Setting

& Allow non-administrators to receive update notifications O X
E: Allow non-administrators to receive update notifications e Next Setting

(i Not Configured Comment:

(®) Enabled

() Disabled

Supported on: [ At |east Windows XP Professional Service Pack 1 or At least Windows 2000 Service ~
Pack 3 through Windows 8.1 or Windows Server 2012 R2 with most current
v
Options: Help:
This policy setting allows you to control whether non- ~

administrative users will receive update notifications based on
the "Configure Automatic Updates” policy setting.

If you enable this policy setting, Windows Automatic Update and
Microsoft Update will include non-administrators when
determining which logged-on user should receive update
notifications. Non-administrative users will be able to install all
optional, recommended, and important content for which they
received a notification. Users will not see a User Account Control
window and do not need elevated permissions to install these
updates, except in the case of updates that contain User Interface
. End User License Agreement, or Windows Update setting
changes.

There are two situations where the effect of this setting depends
on the operating system: Hide/Restore updates, and Cancel an
install.

On XP: If you enable this policy setting, users will not see a User
Account Control window and do not need elevated permissions | w

Cancel Apply

Page 41 of 52



SabahGov Microsoft Windows Server Update Services
SNk

SABAH NET

INFINITE CONVERGENCE

& Turn on Software Notifications ] X

Ei Turn on Scftware Notifications

Previous Setting

(®) Not Configured LETH
() Enabled
(O Disabled
Supparted 00t [ \indows Server 2008, Windows 7, and Windows Vista
Cptions: Help:

This policy setting allows you to control whether users see "
detailed enhanced notification messages about featured
software from the Micresoft Update service, Enhanced
notification messages convey the value and promote the
installation and use of optional software. This policy setting is
intended for use in loosely managed environments in which you
allow the end user access to the Microsoft Update service,

If you enable this policy setting, a notification message will
appear on the user's computer when featured software is
available. The user can click the notification to open the
Windows Update Application and get more information about
the software or install it. The user can also click "Close this
message” or "Show me later” to defer the notification as
appropriate,

In Windows 7, this policy setting will enly control detailed
notifications for optional applications. In Windows Vista, this
policy setting controls detailed notifications for opticnal
applications and updates,

0K Cancel

Click Next Setting

& Allow Automatic Updates immediate installation m} X

E} Allow Automatic Updates immediate installation vt Sting

® Mot Lonfigured Comment:
(O Enabled
(O Disabled
Supported on: [ At |east Windows XP Professional Service Pack 1 or At least Windows 2000 Service ~
Pack 3 through Windows 8.1 or Windows Server 2012 R2 with most current
~
Options: Help:

Specifies whether Automatic Updates should automatically
install certain updates that neither interrupt Windows services
nor restart Windows.

If the status is set to Enabled, Automatic Updates will
immediately install these updates once they are downloaded and
ready to install.

If the status is set to Disabled, such updates will not be installed
immediately.

Note: If the "Configure Automatic Updates” policy is disabled,
this pelicy has no effect.

oK Cancel
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& Turn on recommended updates via Automatic Updates m} X

E} Turn on recommended updates via Automatic Updates T

(® Mot Configured Comment:
(O) Enabled
() Disabled
Supported on: [ At |east Windows Vista through Windows 8.1 or Windows Server 2012 R2 with
most current service pack
Options: Help:

Specifies whether Automatic Updates will deliver both important
as well as recommended updates from the Windows Update
update service.

‘When this pelicy is enabled, Automatic Updates will install
recommended updates as well as important updates from
Windows Update update service.

‘When disabled or not configured Automatic Updates will
continue to deliver important updates if it is already configured
to do so.

OK Cancel

Click Next Setting

a " . ; s =]

E‘ Mo auto-restart with logged on users for scheduled automatic updates installations

Previcus Setting Next Setting
(O Not Configured Comment:
(0 Enabled
(®) Disabled
Supported on: - ['indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Options: Help:

Specifies that to complete a scheduled installation, Automatic -
Updates will wait for the computer to be restarted by any user
who is logged on, instead of causing the computer to restart
autematically.

If the status is set to Enabled, Automatic Updates will not restart
a computer automatically during a scheduled installation if a
user is logged in to the computer. Instead, Automatic Updates
will notify the user to restart the computer,

Be aware that the camputer needs to be restarted for the updates
to take effect.

If the status is set to Disabled or Not Configured, Automatic
Updates will notify the user that the computer will sutomatically

restart in 3 minutes to complete the installation,

Note: This pelicy applies only when Autematic Updates is
configured to perform scheduled installations of updates. If the
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& Re-prompt for restart with scheduled installations O X
Ei Re-prompt for restart with scheduled installaticns By Nt oeiting
() Nt Configured Comment:
(@) Enabled
() Disabled
Supperted on: Windows 7, Windows Server 2008 R2, Windows Vista, Windows Server 2003,
Windows XP 5P2, Windows XP SP1, Windows 2000 5P4, Windows 2000 SP3
Cptions: Help:

Wait the following period before
Specifies the amount of time for Automatic Updates to wait

prompting again with a scheduled before prompting again with a scheduled restart.

restart (minutes):  |60] = If the status is set to Enabled, a scheduled restart will occur
the specified number of minutes after the previous prompt for
restart was postponed.

If the status is set to Disabled or Not Configured, the default
interval is 10 minutes.

Mote: This policy applies only when Automatic Updates is
cenfigured to perform scheduled instzllations of updates. If the
"Configure Automatic Updates” policy is disabled, this policy has
no effect. This policy has no effect on Windows RT

Cancel Apply

Click Next Setting

& Delay Restart for scheduled instaliations O X

[E] Delay Restart for scheduled installations Priviots g

® Mot Configured Comment:
(O Enabled
(O Disabled
Supported on: [ ywin dows T, Windows Server 2008 R2, Windows Vista, Windows Server 2003,
‘Windows XP SP2, Windows XP SP1, Windows 2000 5P4, Windows 2000 SP3
Options: Help:
Wait the following period before Specifies the amount of time for Automatic Updates to wait

before proceeding with a scheduled restart.
proceeding with a scheduled
If the status is set to Enabled, a scheduled restart will occur the
restart (minutes): |1 - specified number of minutes after the installation is finished.

If the status is set to Disabled or Not Configured, the default wait
time is 13 minutes.

Mote: This policy applies only when Automatic Updates is
configured to perform scheduled instzllations of updates. If the
"Configure Automatic Updates" policy is disabled, this policy has
no effect.

OK Cancel
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& Reschedule Automatic Updates scheduled installations O X
Ei Reschedule Automatic Updates scheduled installations e Next Setting
() Net Configured Comment:
(®) Enabled
() Disabled

Supperted on: Windows 7, Windows Server 2008 R2, Windows Vista, Windows Server 2003,

Windows XP SP2, Windows XP SP1, Windows 2000 5P4, Windows 2000 SP3
Cptions: Help:
Walt after system Specifies the amount of time for Autematic Updates to wait,
. following system startup, before proceeding with a scheduled

startup (minutes): 10 = installation that was missed previously.

If the status is set to Enabled, a scheduled instzllztion that did
not take place earlier will occur the specified number of minutes
after the computer is next started,

If the status is set to Disabled, a missed scheduled installation will
occur with the next scheduled installation.

If the status is set to Mot Configured, a missed scheduled
installation will occur ene minute after the computer is next
started.

Mote: This policy applies only when Automatic Updates is
configured to perform scheduled installations of updates. If the
"Configure Automatic Updates" policy is disabled, this policy has
no effect,

Cancel Apply

Click Next Setting

& Allow signed updates from an intranet Microsoft update service location m} X

E: Allow signed updates from an intranet Microsoft update service location e

(@) Not Configured Comment:
() Enabled
() Disabled
Supparted 0Nt [t |east Windows Server 2003 operating systems or Windows XP Professional with
5P1, excluding Windows RT
Options: Help:

This policy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update
service location,

If you enable this pelicy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers” certificate store of the local computer,

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft.

Note: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

Mote: This pelicy is not supported on Windews RT. Setting this
policy will not have any effect on Windows RT PCs.

Cancel

Click OK
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(-]
& File Action View Faverites Window Help s x
Lol ARl (NETN 7 Hicels 4
Wind ~ Windows Update Actions
Wind
* \Wing || Allow signed updates from an Setting # | Windows Update -
Wiy || intranet Microsoft update service  [Ynfec tinacad PrEmT— ¥
Win g s
1 locat
Wind BN Microsoft Management Console X Ruency
Allow signed updates fr.. &
| Wind Edit policy =8 Update Int .
| Wind fve update Mere Actions »
Wind || Requirement | Save console settings to Consolel?
o Atleast Win o
Wind iate install
operating sy:
- Wind | protessional ia Autom:
| Wind Windows RT = Tt jsers for sch
Vi = ancel
Wind bled install
Wind || Description: : — .
il This policy serm ST o T [=[Dely Restart for scheduled mnstallations
=¥ " rmanage whether Automatic [E]Reschedule Automatic Updates scheduled i
- \;f”: Updates accepts updates signed nable client-side targeting
iy by epities offrer than Mitsolt llow signed updates from an intranet Micr
Wind || when the update is found on an v
Wind , || intranet Microsoft update service N -
o neatinn
< > | Exended { Standard /

11. Lastly, just close the MMC without saving it.

12. Open Command Prompt . Run gpupdate

icrosoft Windows [Version 6.3.96881]
c? 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator>gpupdate
pdating policy...

omputer Policy update has completed successfully.

13. Run wuauclt /detectnow

icrosoft Windows [UVersion 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

NUserssAdministrator>uwuauclt Adetectnow

sUserssAdministrator>

14. Perform/Run Windows update
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Windows 11

1. Click START, select Run and type gpedit.msc
=1 Run X

*;'I Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ‘ gpeditmsc v

0K Cancel Browse...

2. Local Computer Policy >Computer Configuration
\=f Local Group Policy Editor = O X

File Action View Help
s @ = o)

=] Local Computer Policy | Local Computer Policy
~ & Computer Configurai
| Software Settings
| Windows Setting: ™ Computer Canfiguration

Description: . :
ini i . User Confi tio
| Administrative Te|| Administrators use the Computer i User Configuration

« & User Configuration Configuration node in Group Policy

| Software Settings|| to set policies that are applied to
computers, regardless of who logs
onto them.

Computer Configuration Name

| Windows Setting:
| Administrative Te

= Extended / Standard /
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3. Click on Administrative Templates
_§.r Lacal Group Policy Editor

File Action View Help

o« 557 2 HE T

=] Local Computer Policy
~ & Computer Configurai

Administrative Templates Name

» [ Software Settings ik
> [ i ing: | i
| Windows Setting: I | Software Settings
e 1 Windows Settings

» ] Administrative Te|| The Group Policy Administrative

« % User Configuration || Templates node contains all registry-
» ] Software Settings| | based policy information.
» ] Windows Settings
> [] Administrative Te

B Administrative Templates

| Extended /, Standard /

4. Click on Windows Components
L= Local Group Policy Editor

File Action View Help

e 7 =2 HE 7T

5/ Local Computer Policy F
~ & Computer Configuraf :
s BB software Settings Windows Components _Sfttmg
¥ :] Windows Setting: — _j Control Panel
> | Administrative Te|| contains settings for operating _j Deskiop
- H& User Configuration system components. (] Network
» [ Software Settings [ Printers
» 1 Windows Setting: [ Server
> ] Administrative Te [ Start Menu and Taskbar
il System
[ Windows Components
—.L All Settings
e
=" Extended / Standard /
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5.. Go to Bottom and click on Windows Update

5] Local Group Policy Editor — (] X
File Action View Help
o« =6 3 v

1=/ Local Computer Policy
M Computer Configurai

> ] Software Settings Windowetinmte “S?tt'mg
+ [ Windows Setting: _‘_. Windows Error Reporting
« [ Administrative Te .| Windows Game Recording and Broadcasting
» | Control Panel "~ Windows Hello for Business
| Desktop | Windows Ink Workspace
» ] Network " Windows Installer
1 Printers " Windows Logon Options
[ Server | Windows Media Digital Rights Management
» (] Start Menu ar | Windows Messenger
» :J System ] Windows Mobility Center
> L Windows Con "] Windows PowerShell
"33 All Sattings 7 Windows Reliability Analysis

« 4% User Configuration
» [ software Settings
> ] Windows Setting:
> ] Administrative Te

| Windows Remote Management (WinRM)
| Windows Remote Shell

] Windows Sandbox

| Windows Security

B8 Windows Update

| Work Folders

— Extended /{ Standard /

6. Click on Manage Updates Offered from Windows Server Update Services
I= Local Group Policy Editor = O X
File Action View Help
e 7 = ol ¢
Text Inp J
Widget : ; .
Manage updates offered from Setting

Windo 5 G
Wi Windows Server Update Service B8 Legacy Policiss

Windo | Manage end user experience

Windo I Manage updates offered from Windows Server Update Service
Windo | Manage updates offered from Windows Update

Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Windo
Winda ——

= Extended /(_Standard /

(DD DD RO

|
:J

o 6 8 8 I

]
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7. Click on Specify intranet Microsoft update service location

.
L= Local Group Policy Editor = (] X
File Action WView Help

e 2@ Em T

| Windo ~ Manage updates offered from Windows Server Update Service

| Windo

= Windo Specify intranet Microsoft update Setting

= Windo service location Specify intranet Microsoft update service location No
= Windo Eiit solicv saetin Automatic Updates detection frequency No
= policy setling e

7 Windo liz] Do not connect to any Windows Update Internet locations No|
| Windo Requirements: i=| Enable client-side targetin Nol
-] eq 1E=] geting

1 Windo' ';t Igas: :Virldows‘;ll? Zrofes;:%réa\ iz Allow signed updates from an intranet Microsoft update serv.. Ng
= Windo eivice Leck:] or Windows |iz] Specify source service for specific classes of Windows Updates  Ng

=R Service Pack 3, excluding
— Windo || Windows RT

~ Windo'
_ Windo Description:
= Windo 2 )
3 Windo Specifies an intranet server to
==l host updates from Microsoft
- Windo Update. You can then use this
| Windo update service to automatically
| Windo' update computers on your
v [ Windo' network.
- Leg This setting lets you specify a
— Ma server on your network to
| Ma function as an internal update v
] Ma service. The Automatic Updates S
i) Extended /{ Standard/

6 setting(s)

8. please put the ip given by the administrator and click Apply
Example : http://x.x.x.x/

&ﬂ Specify intranet Microsoft update service location O e

B} Specify intranet Microsoft update service location

T T Next Setting
() Not Configured ~ Comment: :
© Enabled
O Disabled -
Supported O: Ay 6ot Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
excluding Windows RT B
Opticns: Help:

Set the intranet update service for detecting updates
Specifies an intranet server to host updates from Microsoft

http://xxxx/ Update. You can then use this update service to automatically

" g update computers on your network.

Set the intranet statistics server:  httpy/ooy
This setting lets you specify a server on your network to

function as an internal update service. The Automatic Updates

(example: https://IntranetUpd01) client will search this service for updates that apply to the
computers on your network.

Set the alternate download server:

O Download files with no Url in the metadata if alte
set. To use this setting, you must set two server name values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics. You can set both values to be the
same server, An optional server name value can be specified to
configure Windows Update Agent to download updates from an
Only use system proxy for detecting updates (defaul alternate download server instead of the intranet update service.

O Do not enforce TLS certificate pinning for Windov
detecting updates.

Select the proxy behavior for Windows Update clien

If the status is set to Enabled, the Automatic Updates client
— connects to the specified intranet Microsoft update service (or

Cancel Apply
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9. Close Local Group Policy Editor Window

= Local Group Policy Editor = O -

File Action View Help Clc
o9 M@ = HE T
2 Windo =
» ] Windo P 3 ]

F—— Specify intranet Microsoft update Setting
| Windo ice locati

= Windo aarvice locntion B Specify intranet Microsoft update service location

“ Windo' Edit Balics sattin A i) Automatic Updates detection frequency N
= ROlCy SEIUNG .
| Windo ] Do not connect to any Windows Update Internet locations N
| Windo' Requirements: || Enable client-side targeting N
| Windo ‘;‘t Igast:\iir;d_?wshz? Zrofessionat ] Allow signed updates from an intranet Microsoft update serv.. N
1 Windo SE:;E: P:Ek 3 c;;d:]r::”:;vs \iz| Specify source service for specific classes of Windows Updates N
—- Windo Windows RT
.| Windo
1 Windo Description:
| Windo Specifi i

Windo' pecifies an intranet server to

) host updates from Microsoft
Windo Update. You can then use this

)

| Windo' update service to automatically

» [ Windo update computers on your

v ] Windo network.
"' Leg This setting lets you specify a
- Ma server on your network to
.| Ma function as an internal update v
[ Ma service. The Automatic Updates e ———————

= Extended A Standard /

6 setting(s)
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10. Open Command Prompt . Run gpupdate
icrosoft Windows [Uersion 6.3.96881
c) 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator>gpupdate
pdating policy...

omputer Policy update has completed successfully.

11. Run wuauclt /detectnow

icrosoft Windows [Uersion 6.3.968681
Kc> 2813 Microsoft Corporation. All rights reserved.

= “Administrator>uwuauclt sdetectnow

“Administrator>_

12. Perform/Run Windows Update

Done!
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